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[Certain content omitted from public version of this document]



Outline

 Overview of EPCS processes under the DEA regulations

 The relevant details

• Requirements for the Provisioning of physicians who will 
prescribe controlled substances
– Prove identity

– Get two-factor authentication token

– Verify authority to prescribe controlled substances

– Set access privileges in EHR to prescribe controlled substances

• Requirements for the Prescribing of controlled substances
– Prepare prescriptions

– Review/approve prescriptions

– Electronically sign prescriptions

– Monitor EPCS activity
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Federal Regulations (“the source”)

 Interim Final Rule on Electronic Prescriptions for Controlled 
Substances  (“IFR”)        

– www.gpo.gov/fdsys/pkg/FR-2010-03-31/pdf/2010-6687.pdf

 Clarifications to IFR
– https://www.deadiversion.usdoj.gov/fed_regs/rules/2011/2011-

26738-epcs-101411.pdf

 Other federal requirements included by reference
– http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800

-63-1.pdf (Identity proofing)

– http://csrc.nist.gov/publications/fips/fips140-2/fips1402.pdf
(Two-Factor Authentication Tokens)

 FAQ for prescribing practitioners
– https://www.deadiversion.usdoj.gov/ecomm/e_rx/faq/practitioners.h

tm
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Federal Requirements for EPCS – Prescribing
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Federal Requirements for EPCS – Provisioning

6© Copyright  Sujansky & Associates, LLC



7

“Institutional Practitioner”

• Provider must work at a 
clinic/practice that is a DEA 
registrant

• Staff at clinic identity-proof 
the provider and issue 2FA 
credentials

• Staff at clinic verify 
provider’s EPCS authority

• Staff at clinic configure 
provider’s access controls 
for EPCS

“Individual Practitioner”

• Provider is a DEA registrant 
(may or may not work at a clinic 
that is also a DEA registrant)

• An authorized 3rd party 
identity-proofs the provider

• An authorized 3rd party issues 
2FA credentials

• Staff at clinic verify provider’s 
EPCS authority

• Staff + DEA registrant at clinic 
configure EPCS access

IFR Specifies Two Alternative Paths
to Provision Providers for EPCS
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Two-Factor Authentication

 Authentication by providing two separate forms of “proof” that 
the user owns the account.  

1. “Something you know” (password)

2. “Something you have “ (2FA token or biometric pattern)

• SecureID device

• Smartphone 

• USB Token    
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Identity Proofing and 
Issuance of 2FA Credentials
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2nd Factor
is a Digital

Certificate?

An Approved
CA Performs
ID Proofing

An Approved
CSP Performs

ID Proofing

An Approved
CSP Issues
Credentials

No

Yes

Comments

An Approved
CA Issues

Credentials

The CA or CSP must issue 
the 2-factor 
authentication 
credentials via a 
combination of two 
separate communication 
channels

Practitioner Sends 
ID Proofing Info to
an Approved CA

Practitioner Sends 
ID Proofing Info to
an Approved CSP

Again Two Possible Paths!

The CA or CSP 
must conduct ID 
proofing at NIST 
SP 800-63-1 
assurance level 3 
or above

Any CA or CSP used for 
ID proofing and/or 
issuance of credentials 
must be approved or 
certified with respect to 
certain criteria specified 
in the IFR

Identity & 
Credential
Management

Certificate Authority

Credential Service Provider
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Identity Proofing at
NIST Level of Assurance 3
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In Person Remote



Verification of Prescribing Authority and 
Setting of EPCS Access Privileges
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Thank you

Questions?  Email inquire@sujansky.com

mailto:inquire@sujansky.com

